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Installation Guide
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UPGRADERS: If you are updating from a prior Build of Encore 5, you should just need to run the
E5Serverinstaller.exe on the correct computer and all the workstations will automatically update.

WARNING: The Encore installation is sophisticated, and should only be done by a computer
consultant with at least two years of Microsoft Operating System/Networking experience. Your
Server(s) may need to be rebooted multiple times during the installation. While we will not walk an
end-user through the installation process, we will answer questions about installation from a
computer consultant with the appropriate experience.

NOTE: You must fill out, return and have approved “Appendix K: Due Diligence” on page 35
before you are activated for download or contact support.

Please contact the Encore Support Team in advance of any installation or upgrade, or scheduled
maintenance to your network systems that support Encore. By alerting us to your maintenance
windows (during Cluen's regular support hours, or after-hours using a Preferred Updater incident),
Cluen will be able to assure the best responsiveness and minimize the chance of unexpected
problems.

Encore is also available running on our CluenCloud infrastructure (SaaS model); if you prefer this
model, contact your sales representative.

The Cluen Corporation
7 West 22nd Street, 5t Floor
New York, NY 10010
www.cluen.com
(212) 255-6659 = support@cluen.com
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Architecture

Development Environment

Encore 5 is written using Microsoft Visual Studio 2008 and requires Microsoft's .NET Framework
3.5 SP1 runtime on all computers running the client layer or application layer to access the .NET
Common Language Runtime (CLR) and to use Windows Communication Foundation (WCF).

Servers can be Windows 2016, 2012 (or R2), 2008 (or R2), or 2003 and workstations can be
XP/Vista/Windows 7/Windows 8.x/Windows 10.x (with display settings at normal dpi); see
“Appendix K: Due Diligence” on page 35 for exact details on product Editions. It will run natively in
32-hit or 64-bit environments and allows for cross-bit communication between clients and servers
(.e., a 32-bit client can communicate with a 64-bit server).

Layout

Encore uses an n-tier architecture scheme: (a) database layer, (b) application layer and (c)
presentation layer. Encore is available in three flavors: Essentials, Plus and Enterprise (they have
increasing feature sets). NOTE: If you are using Recruiting Intelligence (RI) Basic, Pro or
Enterprise, that is considered the Enterprise flavor of Encore (and you should follow those steps).

The database layer uses a version of Microsoft SQL Server to store data. Cluen supplies a version
of Microsoft's SQL Server Express database engine called DBExpress that is preconfigured for
Essentials and Plus editions. It is installed as a separate instance (called EncoreExpress) to avoid
conflict with existing databases engines and is available in both native 32-bit and 64-bit versions.

The Enterprise edition supports Microsoft SQL Server 2016, 2014, 2012, 2008 (or R2), 2005, or
2000 32/64-bit in Standard, Workgroup, Enterprise, Business Intelligence or Web editions are
supported; Developer and Evaluation editions are not supported. NOTE: Except for the free
DBExpress version, SQL Server is purchased from Microsoft and is not included with the product.

The application layer (sometimes called the business layer) contains the business logic for Encore
and acts as a broker between the database layer and presentation layer. Information is transferred
via compressed 256-bit Advanced Encryption Standard (AES) memory streams across the
LAN/WAN between these two layers.

The presentation layer (or client layer) is the part of Encore that contains the graphical user
interface (GUI) for the end-user.

A single-user installation would have all three layers installed on one computer. In a small office
(less than 100 users), the presentation layer would be on all the desktops and/or under Terminal
Services on 2016, 2012 (or R2), 2008 (or R2), or 2003 Servers and both the database and
application layers would be on a single-server. In a large scale implementation, the database layer
and business layer would be split on two (or more) servers.

In addition, Cluen offers a hosted (SaaS) version of Encore called the CluenCloud where only the

client is installed on the desktop and the application and database layers reside on our servers at a
SSAE 16/ISAE 3402 data center.
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Topology Considerations

Server

The database layer and application layer need to be “near” each other (i.e., same machine or same
data center) because they do heavy communication between each other. For example, the
presentation layer may send a single Globally Unique Identifier (GUID) to the application layer
requesting a “reports to” hierarchy, the application layer runs a recursive function (multiple times) to
the database layer and then just sends back the list of employees. In this example, the
presentation layer sent one request and received one request back, but the application layer
needed to communicate multiple times with the database layer.

Encore’s default for communication is TCP port 2004; you can change this port during installation
and add Quality of Service (QoS) in your network routers (if desired to give priority to these
packets). Make sure to verify that the Encore port is cleared by your firewall and is not in
conflict with other communications on your network.

Server memory and disk space requirements are based on the number of users and the size of the
data file. Our average client's database is only a few hundred megabytes; plus, you need space for
documents. Except for very large data files, Cluen recommends enough free memory to load the
entire data file in RAM (to maximize performance). Encore will take advantage of multi-core (or
multiple CPU) processing. In general, if you are running a 64-bit operating system, you want a
minimum of 8GB RAM to take advantage of the memory addressing.

Client

Encore’s presentation layer is designed to work with remote users across the Internet using
Encore’s 256-hit AES encryption or a Virtual Private Network (VPN). In general, database
applications require low latency connections (i.e., line speed is less relevant) because they send
many small packets instead of a large stream (i.e., downloading a file is more about speed than
latency).

Most database applications break down above 150ms. Encore uses a proprietary technology called
DoubleTime which allows the program to minimize bandwidth and perform under high latency
connections; this extends the performance of Encore well above 150ms (around 250ms, allowing a
single application server to supply data to a global firm). This technology is also designed so that it
will be transparent to hardware WLAN accelerators.

Since communication is encrypted with 256-bit AES, the client can be used without a VPN to
communicate with the application layer (i.e., across the Internet through a port hole in the router).
But, a VPN may be desired to access other resources (such as network drives) securely (if not
using a shared Internet drive).

By default, (like most web-based clients) Encore supports “zero administration desktops®: when an
updated Build is installed on the server, each client computer will automatically pull the update
during the next login. The latest version has the ability to update from any prior version; if a
workstation skips a few Builds (i.e., it is located in a summer home), it will still update successfully.
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To run the desktop client under Terminal Services (single/farm) or virtualized environment (from
the CluenCloud) on 2016, 2012 (or R2), 2008 (or R2), or 2003 Servers, your Encore platform
requires an additional license from Cluen (in addition to Microsoft’s licensing and a separate
server).

The minimum memory requirements for 32-bit operating systems are 2GB RAM (4GB
recommended); Encore will run under 512MB RAM (on 32-bits only), but you may want to limit
other applications (for example, Office 2007 requires a minimum of 1GB RAM to enable all
features). The client uses less than 75MB of disk space (not including the .NET Framework).
Encore does not run under Windows 8 RT.

Keep in mind that 64-bit operating systems generally prefer double the RAM to 32-bit operating
systems. An 8GB 64-bit Terminal Services is roughly equivalent to a 4GB 32-bit Terminal Services.
For clients upgrading from Encore 4, a 4GB 32-bit Terminal Services would be equivalent to a
16GB 64-hit Terminal Services (4GB should be 8GB, but Encore 5 requires double the RAM, so
8GB RAM becomes 16GB RAM). If going 64-bit on Terminal services, you may want to configure
with 4GB RAM plus 1GB RAM per user and a minimum of 8GB RAM (unless you have a large
number of users, since the memory pool gets shared).

You may also want to disable power management of the hard drive and network adapter, since
Encore checks for reminders in the background (and those two devices do not generally power up
in time).

Prerequisites

The Encore installers will request that you download Microsoft's .NET 3.5 SP1 runtime, if it has not
been already installed. You can download it from Windows Update Service or from Microsoft at
http://msdn.microsoft.com/en-us/netframework/default.aspx.Since this Framework can take twenty
minutes to install, you may want to have it pre-installed.

Some operating systems like Windows 7 and Server 2008/2008R2 include NET 3.5.1 under “Turn
Windows features on or off” within the Control Panel. This is equivalent to .NET 3.5 SP1 and may
need to be activated from within the Control Panel.

NOTE: If using Windows 8.x or Server 2016/14/12, the Framework requires a different method and
must be done before installing Encore. See "Microsoft .NET Framework 3.5 Deployment
Considerations" at http://msdn.microsoft.com/en-us/library/windows/hardware/hh975396.aspx for
help.

In order for a .NET application to communicate with Microsoft Office 2003 or greater (the versions
supported by Encore), you will need to make sure that you have the Primary Interop Assemblies
(PIAs) for Office installed or that you download the standalone Microsoft PIA installer for your
version of Office. Office 2016/2013/2010/2007 should have them installed by default. If you do not
have communication setup correctly, Encore will alert the end-user.
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If using Office 2010, since that is available in both 32-bit and 64-bit versions, you need the correct
bit level for your operating system.
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Installation

The single Encore 5 Server Installer (E5Serverinstaller.exe) contains both 32-bit and 64-bit
versions; it will create the Encore 5 Client Installer (E5Clientinstaller.exe) which also supports
32/64-bit operating systems.

NOTE: You must fill out, return and have approved “Appendix K: Due Diligence” on page 35
before you are activated for download or contact support.

Step |: Database Engine Installation

Encore requires a Microsoft-based database engine. Cluen supplies a pre-configured Microsoft
SQL database engine called DBExpress for Essentials or Plus editions. Or, you can use a full
version of Microsoft SQL Server, if you have purchased the optional Enterprise edition from Cluen.

See “Appendix A: Installing a Database Engine” on page 13 for installation instructions for
DBExpress or SQL Server Tips.

Step Il Data File Installation

Skip this section if you are migrating from Encore 4 (or already have the data files attached).
1. Unzip your data file (from the zip file you received from your Project Lead) to the
x:\Program Files\Microsoft SQL Server\MSSQL\Data directory on your database server.
NOTE: This zip file should contain two files: encore.mdf and encore.ldf.

Step lll: Application Server Installation

Optional: temporarily disable any virus scanning/firewall software installed on this server (we have
seen installation problems with McAfee firewall components stopping the Encore installation).
Encore requires access to https://searchlight.cluen.com to configure/maintain licensing.

1. Run the E5Serverinstaller.exe program (logged in as an Administrator).

2. Confirm that this is the Encore 5 Console Setup program by reading the top line. If correct,
press Next.

3. Inthe Select Installation Folder window, choose the folder where Encore 5 Console will be
installed. The default folder is C:\Program Files\Cluen\Encore 5 Console. This can be
modified by pressing the Browse... button and choosing the intended installation folder.
After verifying the installation folder location, press Next.

4. In the Configure Encore 5 Service dialog, choose the account type that Encore 5 should
run under. The default setting is Local System Account (and should be used in most
cases). After selecting the desired option, press Next.

NOTE: In the case that the application layer is different from the database layer, you must
select the Windows User Account option (so that the application layer has permission to
communicate with the database layer). For more information on how to configure such
user account, please refer to “Appendix E: Creating a User” on page 22. After selecting the
desired option, press Next.

5. Inthe Ready to Install dialog, press Install to begin the installation process. In order to
review or change the installation settings, press Back.

6. Inthe Completing the Encore 5 Console Setup Wizard window, press Finish.
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7. Atfirst launch you should receive the following message: “You do not have any Update
Locations set up. Would you like Encore to set one up by default for you? If so, Encore will
attempt to make this location a network share.” If you press Yes, Encore will create an
update location and attempt to share it on the network. NOTE: If you upgrading from
Encore 4 on the same server, the database settings will automatically be filled in. If using
Cluen’s DBExpress, make sure that the “Database Server” is the server name, a
backslash and “EncoreExpress”.

8. Make sure the settings look correct (you will configure the backup below). NOTE: Include
the file names in the path for “Datafile File Path (.mdf)" and "Log File Path (.Idf)"
and, if you changed from the default location, make sure the database is in a folder
called “data” (within your new location); this is required for the SQL sp_attach_db
command and for backup configuration to make proper backup files.

9. Next you should get the following message: “You cannot deploy a config file without any
databases set up. Please Enter a database into the Console”.

10. Press OK.

Step IV: Client Installation

You need permissions to the folder you are installing (for program files), the individual user's
Windows application data folder (for configuration files; needs read-write for user) and, for initial
installation, the Windows' All Users application data folder (for machine configuration files; can be
read-only for user).

1. On each computer on the network, run E5Clientinstaller.exe from the network share that
was created above.

2. Confirm that this is the Encore 5 Setup program by reading the top line. If correct, press
Next.

3. Inthe Select Installation Folder window, choose the folder where Encore 5 will be installed.
The default folder is C:\Program Files\Cluen\Encore 5. This can be modified by pressing
the Browse... button and choosing the intended installation folder. After verifying the
installation folder location, press Next.

4. After completing the selection, press Next.

5. Inthe Ready to Install window, press Install to begin the installation process. In order to
review or change the installation settings, press Back.

6. Inthe Completing the Encore 5 Setup Wizard window, press Finish.

7. Congratulations. Start Encore by picking the icon on the desktop or from the start menu
(unless you chose to launch after the installation).

Database Backups

Microsoft SQL database engines keep data files in use at all times. Therefore, Encore needs to first
export your data (to a bak file) so that you can make a successful backup (i.e., using backup
software to copy a file that is changing as you are backing it up is unreliable). This process also
creates a checkpoint to help ensure data integrity.

NOTE: While Cluen recommends that you store files in the default database locations, if you

change your database location, you need to keep the files in a folder called “data” with a folder
called “backup” at the same folder level as data (this is the default installation) for proper backups.
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For the few minutes (for a typical data file) that Encore is backing up your data, your users might
notice a slow down. Also, attachments (such as Microsoft Word documents) are stored under the
OIS’ file system (i.e., external to Encore) and are not included in the bak file.

1. Open the Encore 5 Console to the Database tab.

2. Under Backup, check the selector to Daily at and fill in a time before your tape and/or off-
site backup files.

3. Depending on the Encore configuration, you will have the choice of “3-day retention
w/Scheduler” (keeps the last three days of backups named by date using Windows’ Task
Scheduler), “1-day retention w/Scheduler” (keeps one backup named just by filename
Windows’ Task Scheduler) or “1-day retention w/Agent” (keeps one backup named just by
filename SQL Server Agent).

NOTE: Cluen recommends “3-day retention w/Scheduler if using the DBExpress engine.
But, if using an off-site backup program that stores 30-days of files and sends only the
changes in the files, the “1-day retention w/Scheduler” option may be a better choice
(since the name stays the same). The SQL Agent backup is for backwards compatible
(with the old MSDE database engine) and for full SQL users with two separate servers
running separate application and database layers.

See “Appendix D: Backup Best Practices” on page 20 for details and recommendations about
backups, and disaster recovery.

Configuring Password Recovery (optional)

This feature requires that you have an SMTP mail server and are not planning on using single
sign-on (SSO). NOTE: You can configure/change your mail server at a later time.
1. Place a check in the “Enable self-service password reset” on the Server tab in the Encore
5 Console.
2. Press the "configure email” link (if it did not automatically open).
3. Fillin your SMTP server login credentials.
4. Fill in your email under "Email Address (for test)” and press the “Test” button to confirm
operation.
5. Close the “Password Recovery” form.

Configuring Plus/Enterprise Editions for Full-Text Indexing

This feature requires the Plus or Enterprise edition of Encore and allows the searching of note
fields within the database to be very fast, handling of inflections and searching with Boolean
operators. NOTE: The Essentials edition can still search the note fields for exact phrases.
1. Open the Encore 5 Console to the Database tab.
2. Select the database you wish to configure, if you have more than one.
3. Under the Full Text section, press Create to generate a new set of catalogs for the
database.
4. Press the selection to Auto Populate (older versions of SQL might require you to set a
time).

Configuring Enterprise Edition Document Searching

This feature requires the Enterprise edition of Encore and Microsoft Index Server which is included
with Microsoft Windows Server up to 2008; you do not need to configure Document Searching (or
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can do it at a later time) for Encore to work. If you do not know how to configure Index Server, see
“Appendix C: Configuring Microsoft Index Server” on page 18.

1. Open the Encore 5 Console to the Database tab.

2. Select the database you wish to configure, if you have more than one.

3. Under Document Index, for each Catalog you have created, enter the name of the server,
the name of the catalog and a display name that the Encore user will see.

4. Test each Catalog you have configured by pressing the Test option.

5. Next to the catalog entry, enter the drive alias that is synonymous with the UNC path
configured in the Indexing Server. For example, if “\\servername\users\” is always mapped
to the “G:\" drive across the network, enter “\\servername\users\" under the Replace
column and “G:\" under the With column.

Configuring Slingshot (for web mobile access)

This feature requires the Optional Slingshot License from Cluen and Microsoft Internet Information
Services (I1S) included with Microsoft Server 2016, 2012 (or R2), 2008 (or R2), or 2003. Slingshot
requires Microsoft's .NET 3.5 SP1 runtime to run ASP.NET, if it has not been already installed on
this computer (i.e., your IIS Server is running on a different computer than the Encore application
layer, install it first). In addition, Cluen recommends that you purchase and install an SSL
certificate to use for encrypted HTTPS communication from domain registrar.

While we are attempting to support as many mobile browsers as possible, the minimum
requirement is (generally) a mobile browser that supports Asynchronous JavaScript and XML
(AJAX) and based on the WebKit layout engine. This includes Apple iPhones, Apple iPads, Google
Android devices and Blackberries (running O/S 10.0 or greater). In addition, Slingshot will allow
access from desktop browsers meeting these requirements.

NOTE: You should confirm that your IIS Server can be accessed from outside your office (i.e., you
have the appropriate pinhole/firewall/DMZ configured) by loading a test page or seeing the built-in
construction page for a pre-created web site.

1. Open the Encore 5 Console, select the database (if more than one) and check the box
labeled Slingshot to activate Slingshot for that database.

2. Change to the Server tab, and confirm the Slingshot specific settings under Configuration:

a. Check the box labeled “HTTPS (SSL) only” if you purchased an SSL certificate
(from domain name registrar) and have it installed on the IIS server. NOTE:
Slingshot will only work with SSL, if this box is checked.

b. Check the box labeled "Local (same computer as the application server)" if the
server running IIS is also your application server (i.e., the IIS server does not need
to communicate with the application server because they are the same).

3. Onthe IIS Server, run E5Slingshotinstaller.exe from the E5Slingshotinstaller folder located
in the Encore 5 Console folder.

4. Confirm that this is the Encore 5 Slingshot Setup program by reading the top line. If
correct, press Next.

5. In the Select Installation Folder window, choose the folder where Slingshot will be
installed. The default folder is C:\Program Files\Cluen\Encore 5 Slingshot. This can be
modified by pressing the Browse... button and choosing the intended installation folder.
NOTE: This should not be in the IIS server folder because Slingshot will install as a virtual
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7.

8.

9.

folder (i.e., IIS has a reference to this location for additional security/organization). Cluen
recommends that you install these files under the Cluen folder (keeping all Cluen items

together).

After verifying the installation folder location, press Next.

Select the installed web site for Encore to add a new virtual folder called SlingshotE5 (your
web site must be functional before installing Slingshot) and press Next.

In the Ready to Install dialog, press Install to begin the installation process. In order to
review or change the installation settings, press Back.

In the Completing the Encore 5 Slingshot Setup Wizard window, press Finish.

10. Follow steps for specific IIS versions:

a. IS Version 6

Under the Web Service Extensions node, confirm that ASP.NET v2.0.
50727 is set to Allowed (default is Prohibited).

b. 1IS Version 7 (NOTE: you should test first because default pools usually work, if
server is not extremely locked down)

Vi.

Vil.

vii.

In the IS Manager, under the Application Pools node, select Add
Application Pool.... Microsoft has changed the default application pool to
one that is highly restricted. Cluen recommends that you add a new
application pool for Slingshot, so that you can adjust the security settings.

. For the Name field, type “Cluen Slingshot".
ii. Forthe .NET Framework version drop down, choose ".NET Framework

v2.0.50727" (this is the core layer for version 3.51 SP1).

Select the newly created "Cluen Slingshot" on the Application Pools list
and press Advanced Settings... under Edit Application Pool in the Actions
window on the right-side.

Change Identity (under Process Model) from "ApplicationPoolldentity" to
"LocalSystem" by pressing the ellipsis and using the drop down under
"Built-in account". NOTE: You may want to examine the security context
that Slingshot will run under during production usage (i.e., create a
dedicated user with limited permission to run Slingshot); the Local System
account is used to confirm successful installation.

Bind Slingshot to the new application pool by select the SlingshotE5
virtual folder under the website from the Connections window on the left-
side and pressing Basic Settings... from the right-side Actions window.
Press Select... next to Application pool and pick "Cluen Slingshot" from
the dropdown for Application pool.

Press OK and press OK to complete.

11. Grant at least one user (or group) permission to use Slingshot by logging into Encore as
an Encore Administrator and going to the Administrator dialog (File]Administration), Users
section, User Security (or Group Security, if configured) page in the Tools category. NOTE:
Both the database and user needs to be enabled to use Slingshot.

12. Test the web page by going to http (or https, if you installed a security certificate) and
adding a “slash slingshote5” (e.g., http://www.mypublicnameorip.com/slingshote5 login as
one of the users that is granted permission.
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URL Redirection (optional)

This feature configures Slingshot to translate drive letters to URLS for viewing attachments; this
assumes the mobile device has the appropriate viewer. For example, a file called sample.pdf on
the “R” drive could be launched on an iPhone from a “converted” https location. If Slingshot does
not process a translation, the user will see the file name, but it will not be clickable (since Slingshot
does not know how to reference the file).

Configure URL redirection by opening the Encore 5 Console, switching to the Server tab and
clicking “Redirection URL” under the Slingshot section. You can enter multiple drives to be
translated. NOTE: You should have the file server configured to prompt you for a user/password to
protect your documents (e.g., you would login to DropBox to retrieve the file).

Troubleshooting

= |f external access falils, create a test HTML page (called test.asp or test.htm or test.aspx)
and confirm that you can access the web site using the name of the server or IP address.

= If you receive the generic message that the username or password is incorrect and you
know that the username and password are correct, that user (or associated group) does
not have permissions to use Slingshot.

= |f using 116 and you receive a 404 Error, under the Web Service Extensions node, you
need to make sure that ASP.NET v2.0 is set to Allowed (default is Prohibited).

= After URL Redirection is configured, if you are logged into Slingshot, exit out and re-login
for that change to take effect.
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Appendix A: Installing a Database Engine

DBExpress (Pre-configured for Essentials/Plus Editions)

The Cluen supplied DBExpress database engine (based on Microsoft SQL Express R2) is
available in both 32-bit and 64-bit editions from Cluen’s support and update page located at
http://www.cluen.com/support.aspx. The installers are each around 370MB and are called
DBExpress32.exe and DBExpress64.exe; you only need the one appropriate for the bit-level of
your operating system; installation can be around forty-five minutes. You will need about 1.5 GB
free disk space.

ENCORE 4 UPGRADERS: If you are an existing Encore 4 client currently using MSDE and
upgrading to Encore 5 on an existing server, you may keep the existing MSDE engine. This is
required if you want simultaneously to run Encore 4 and 5 during a migration process. But you
should plan to upgrade to the newer DBExpress engine for upgraded performance. Database files
attached to DBExpress cannot be re-attached to MSDE since Microsoft changed the file structure
(i.e., they are not backwards compatible); if migrating engines, you should only attach a copy of the
mdf/ldf files (in case you need to roll back).

NOTE: Do not use an existing instance of Microsoft SQL Express 2008 R2 (or install a fresh one),
the Cluen supplied DBExpress is pre-configured with the appropriate settings and options to
communicate with the Encore application layer. Also, make sure that Microsoft's .NET
Framework 3.5 SP1, Windows Installer 4.5 or greater and Windows PowerShell (part of
Windows Updates in optional software) prerequisites are installed before the DBExpress
installation. Server 2003 and Windows XP do not ship with MSI 4.5, you can check msiexec.exe
in the System32 folder.

If you are an existing client migrating from MSDE, see “Clients Upgrading from MSDE to
DBExpress” on page 15.

Engine (Cluen supplied DBExpress)

1. Login as Administrator.

2. Confirm that the partition you are going to install on NTFS (not FAT32). You can look in

Disk Administrator. If it is FAT32, use the Microsoft Convert utility to change the partition (it

is important that the Database Engine is running on a self-healing file system).

Run DBExpressXX.exe (where XX matches the bit-level of your operating system).

4. Confirm that this is the “Encore 5 Database Prerequisite” program by reading the top line.
If correct, press Next.

5. On the Choose Destination Location window, select the location of the Data Engine and
the location to store your data. If there is a single partition on your Server, both should be
drive C (the boot partition). Press Next to continue.

6. Press Install to create the configuration file, start the file extraction and pass control to the
Microsoft SQL installer. NOTE: After extraction, you will receive multiple "Please wait
while SQL Server 2008 R2 Setup processes the current operation” and “Installation
Progress” windows (from the Microsoft piece of the installation).

w
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8.

9.

10.
11.

12.

When installation is complete, press Finish to exit the setup wizard. NOTE: If you check
Windows’ services, there will be a non-running SQL Agent for the EncoreExpress instance;
this is correct (Express versions do not have operational SQL Agents).

Install Service Pack 3 from Microsoft (for SQL Server 2008 R2 Express) from
http://www.microsoft.com/en-us/download/details.aspx?id=44271.

Confirm language is set to English.

Press the "Download" button.

Choose the appropriate 32-hit or 64-bit version depending on which DBExpress you
installed (the 32-bit version ends in x86-ENU.exe and the 64-bit version ends in x64-
ENU.EXE).

Follow the instructions to download (depends on browser) and install Service Pack 3.

Server Performance Configuration

NOTE: If this is a single-user/standalone computer installation, adjust for best performance of
Programs (i.e., do not do these steps).

Windows 2003

1.

Go to Control Panel and select System. In the System Properties window, select the
Advanced tab. Under Performance press on Settings. In the Performance Options window,
select the Advanced tab. Under Processor scheduling, adjust for best performance of
Background services.

Windows 2016, 2012 (or R2), or 2008 (or R2)

1.

Go to Control Panel and select System. Press on Change Settings. In the System
Properties window, select the Advanced tab. Under Performance press on Settings. In the
Performance Options window, select the Advanced tab. Under Processor scheduling,
adjust for best performance of Background services.

Microsoft SQL Server Tips
Microsoft SQL 2016, 2014, 2012, 2008, 2008R2, 2005, or 2000 requires that:

= the Full-Text Engine is installed,

= the SQL Server Management Studio is installed (workstation tools),

the latest SQL Service Pack is installed:
0 SQL 2016 SP1

SQL 2014 SP2

SQL 2012 SP3

SQL 2008R2 SP2

SQL 2008 SP 3

SQL 2005 SP 4

0 SQL2000SP4

= confirm that you have set the SQL services to auto-start (depending on the version,
the SQL Engine, SQL Agent and Search Service),

= if using a custom folder for data location, make sure final folder is named “data” (to
match standard convention), and

= you have purchased Enterprise edition from Cluen.

O O0O0O0Oo
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Encore does not use the Microsoft Analysis Services (formerly known as OLAP).

Encore has an option to automatically backup the mdf/ldf to a bak file, you may want to disable
Encore’s backup warning if you are using your own backup maintenance plan (or backup agent).
Optionally, you may want to leave Encore’s backup strategy in place (in addition to your own plan)
to force the full-backup checkpoint (if using an agent). Unless your database is large (>5GB), you
do not need a backup agent. Red-Gate SQL Backup Pro (internally, Cluen uses this product) or
Quest's LiteSpeed for SQL Server are solid choices for large database files.

Encore does not support Microsoft SQL Developer or Evaluation editions.

Clients Upgrading from MSDE to DBExpress

Install the DBExpress Engine (to confirm successful installation before deactivating old
database engine installation).

Make sure you are running the latest Build of Encore 5.

Detach the mdf/ldf files from the Encore 5 Console.

Rename the files (this is important because we do not want them to auto-attach and we
want to keep a copy of the data in the original SQL 2000 compatibility level used by
MSDE, in case of rollback).

Make a copy of the mdf/|df files and put it in the DBExpress data fold (remember, since
MSDE is only 32-bit, the source data files will be under "Program Files (x86)", but a 64-bit
DBEXxpress folder will in "Program Files").

In the DBExpress folder, rename the copied files back to the original mdf/ldf (e.g.,
encore.mdf and encore.ldf).

Open the Console and change the instance to SERVER\ENCOREEXPRESS where
SERVER is the name of the existing server (most likely you will be removing the ENCORE
or adding the instance name).

Change the file paths to point to the new data files.

Configure the backup (recommended three-day).

Press the Backup Now and check backup folder to confirm BAK files. Ninth, rebuild
Statistics (if it was not done during the attachment).

If upgrading from MSDE to Encore Plus, create the full-text catalogs.

Once success has been verified, you many want to uninstall the MSDE Engine to free up
RAM (or, disable the service with the MSDE named instance).
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Appendix B: Active Directory Integration (LDAP)

Encore can integrate with Active Directory (AD) to allow single sign-on (SSO) and linked group
security management.

When adding a new user to Encore, you will be prompted to pick the user from AD and create an
Encore login (the short name that they will be known by within Encore). Encore will then bring in

and store their first name, middle name, last name, assigned group (if linked to AD) and security
identifier (SID).

There is an Active Directory Mapping Tool (available from the Console or Administration: User
section) that lets you map existing users (after data conversion or changing to SSO mode) or re-
map a user’'s SID (in case you recreated the user under AD).

When setting up Active Directory, you can optionally specify an LDAP path (which is how Encore
maps to Active Directory) to further narrow down the objects to search; this is only recommended if
you experience a slowdown due to a large number of users and need to constrain to a single
domain on your network). Encore uses the common format of an LDAP path (i.e.,
“LDAP:/lcn=yourdomain”). Further options can be specified (see http://technet.microsoft.com/en-
us/library/ee156532.aspx).

With AD mode activated, when a user starts Encore the client verifies validity of the current
Windows login (through .NET AD call) and tells the application layer the user’s SID. The application
layer verifies that: (a) the SID matches to an Encore login and (b) that the SID is active under AD.
In addition, it will update the user’s name and address information (if changed in AD). Once
validated, the user either gets to choose from available data files or passes directly into their
assigned database.

If the user is marked inactive in AD, the application layer will deactivate the user in Encore; an
Encore Administrator will need to re-active the user, if the user is later reactivated in AD.

Encore can be setup to use either (a) individual security or (b) group security. If you activate group
security and AD Integration is activated, you will need to map the Encore Security Groups to the
AD Groups.

If you are implementing group security, Cluen recommends that you create new AD Groups for
your Encore users since each Encore user must be in one mapped AD Group. If the user is not in
any mapped AD Group or the user is in multiple mapped AD Groups (Encore does not know which
security to grant), they will not be able to login to Encore.

If you do not use Encore group security, you will only get the benefit of SSO and will need to
manage the security by individual user.

When opening the Administrator dialog (File|Administration), you can press the “Resolve

Enabled/Disabled Users in AD” hyperlink to sync Encore with AD; this will deactivate any Encore
users that are inactive in AD, update names and give you a synchronization status.
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Getting Started with the AD Mapping Tool

After initializing Active Directory on the Console, or clicking the Active Directory Mapping Tool
hyperlink in the Administrator dialog, you will be asked if you would like Encore to link the current
Encore Users to Active Directory Users. If you respond yes, Encore will attempt to assign the SID
of the AD User to the Encore User based on the Last Name.

A form will open with the current Encore Users and whether or not they've been linked to an Active
Directory User. To unlink the user, press the selector next to the user's name. If the User has not
been mapped automatically, a smaller popup will open allowing you to search for an Active
Directory by the User’s last name. If AD returns potential matches, you can select the appropriate
User to map, and Encore will update the corresponding Encore User.

On creating new Users in Encore if you're currently using AD, you will first be prompted to find an

AD User to link to. If you select an AD User, Encore will fill in the appropriate fields automatically,
although you will still be required to assign local Encore variables (e.g., Workgroup, Office, etc.).
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Appendix C: Configuring Microsoft Index Server

Microsoft has removed support for “Index Server” from their operating systems starting with
Windows 2012. The replacement component called “Windows Search” is not compatible with
Encore’s interface, but users can access this feature through Windows'’ Explorer on desktop
versions starting with Vista.

1.

akrow

co

10.

11.

12.

13.
14.
15.
16.
17.
18.

19.

Login as Administrator to a Domain Controller.

Press on Start and then select Run.

Type “compmgmt.msc” and click OK.

In the Computer Management window, select Services and Applications.

Verify that the sub-option Indexing Service is listed. If Indexing Service is not listed, you
will not be able to use this feature.

Under Indexing Service, right-click and select New and Catalog. Catalog is a collection of
directories that will have its documents indexed.

NOTE: Avoid including any files that are private. You may want to create two Catalogs for
more targeted searching. For example: A catalog named Resumes could include only the
folder(s) containing résumés while a second catalog named All Documents could include
the resumes folder(s) and other shared document directories as well.

In the Add Catalog window, type a name for the catalog (e.g. Resumes or Encore).

Press on Browse... to select a location to store the catalog file. Press OK.

The following message should appear: “Catalog will remain off-line until indexing service is
restarted”. Press OK.

Expand the newly created catalog, right-click on Directories, and choose New and
Directory.

In the Add New Directory window, press Browse... and locate the path of the folder that
you're interested in including in the indexing service. This should be a path on the server
itself (e.g. D:\Resumes).

If you wish to create a Catalog for a different server, you must set it up on that machine.
You should also set up an alias (drive letter or UNC) that network users would be able to
access; otherwise, the Indexing Service will return a local path (which is not good for
network users). Repeat for each top level directory that you'd like to index (subdirectories
are automatically included).

NOTE: The System Catalog is automatically setup to include all directories on the server,
but does not index these drives automatically. Cluen does not recommend that you use the
default catalog since this will include files that are not appropriate for all users.

When done press OK.

Right-click on Indexing Service and select Stop (if applicable).

Right-click on Indexing Service and select Properties.

In the Indexing Service Properties window, select the Generation tab. Make sure both
“Index files with unknown extensions” and “Generate abstracts” are selected.

The Maximum size (in characters): option should be a minimum of 50 characters (default is
320).

Select the Tracking tab and check the Add Network Share Alias Automatically option.
Press Apply and OK.

Right-click on Indexing Service and select Start.
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20. Answer Yes to the “Would you like the Indexing Service to start automatically whenever
you start the computer?” prompt.

21. You should see a list of Catalogs on the right side of the screen with total documents to
index and how many have been indexed. Once the Docs to Index reaches 0, you should
be ready to search the entire Catalog.

NOTE: Microsoft has an override feature that tells Indexing Server to ignore directories
located in folders that are included in the index. If the Catalog does not fully populate,
make sure that “